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Latency, why?

Realize the Autonomous Driving Networks (ADN) Vision



• It’s always the network fault!

• Even when it’s not

• Business issue: how are the customer services impacted?

Autonomous Driving Networks, Why? 
Networks are too Expensive to Operate

The (network) complexity (we loved) is (on the verge of) turning against us
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• Static intent assurance graph generated from info from controller(s) + domain 

knowledge

• Dynamic part generated from info from the network + domain knowledge

Key challenge

Value

• AI/ML without network 

intent does not work for 

ADN

• How to determine the 

intent?

• How to map between the 

intent/service and collected 

metric? 

• When a service degrades, 

where are the faults, what 

are the symptoms? 

• What services are 

impacted by a network fault?

Generate Intent Assurance Graph

Next Generation Architecture: 

Service Assurance for Intent-based Networking 

• RFC 9417 Service Assurance for Intent-Based Networking Architecture

• RFC 9418 A YANG Data Model for Service Assurance

https://datatracker.ietf.org/doc/rfc9417/
https://datatracker.ietf.org/doc/rfc9418/
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Measuring Networking Latency – Active Probing

• IP SLA (Cisco Systems)
• Sending synthetic traffic

• Issues:
• Is this really the 

customers/service/application traffic?
• N-square problems (From each PoP, PE

router, etc)
• Heavy from an operational point of 

view
• Accuracy? Process switching in router

• Created shadow routers
• Dedicated for IP SLA, for each PoP
• That helped a little but …
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The Biggest Issue with Active Probing: ECMP

• Equal Cost Multiple Path
• Which path is taken?

• By the customer traffic
• By the active probing

• Unless we know the hash 
function, we never really
know!
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IP Performance Metric IETF Working Group

• https://datatracker.ietf.org/wg/ippm/charter/

• Metrics:

• A One-Way Delay Metric for IP Performance Metrics (RFC 7679)

• But also one packet delay variation, loss, etc.

• OWAMP & TWAMP

• A One-way Active Measurement Protocol (OWAMP) (RFC 4656)

• A Two-way Active Measurement Protocol (TWAMP) (RFC5357)

• Same issues as IP SLA

• Active and Passive Metrics and Methods (with Hybrid Types in-Between)  RFC 7799

• Some methods may use a subset of active and passive attributes => we refer to 

those as “Hybrid Methods”

https://datatracker.ietf.org/wg/ippm/charter/
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• NetFlow (RFC 3954) to IPFIX (RFC7011), for data plane monitoring

• Ingress vs egress, sampling or not, technology specific fields, etc.

IP Flow Information eXport (IPFIX)
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What’s Missing? Delay in IPFIX, with ALT-Marking (RFC9341)

draft-ietf-opsawg-ipfix-on-path-telemetry, test images available

https://datatracker.ietf.org/doc/draft-ietf-opsawg-ipfix-on-path-telemetry/
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Accuracy and Scale? 

• IPFIX on every ingress interface, of every single router

• Measuring the delay for specific flows at ingress and in the core

• It scales: peaking at 2.5 million kafka messages per second with an average 

close to 1.5 million

• NTP Interleaved Nodes, 

just approved

• draft-ietf-ntp-interleaved-modes/

https://datatracker.ietf.org/doc/draft-ietf-ntp-interleaved-modes/


https://www.claise.be/yang-push-apache-kafka-semantic-network-visibility-for-analytics/

https://github.com/graf3net/draft-daisy-kafka-yang-integration/blob/main/draft-daisy-kafka-yang-integration-05.md

Data Mesh is founded in four 

principles: 

- domain-driven ownership of 

data, 

- data as a product, 

- self-serve data platform

- federated computational 

governance.

- For IPFIX, 

for data plane

- For YANG-Push, 

for management plane

- BGP Monitoring Protocol, 

for control plane

Next-gen Network Analytics Collection, 

based on the Data Mesh Principles

https://www.claise.be/yang-push-apache-kafka-semantic-network-visibility-for-analytics/
https://github.com/graf3net/draft-daisy-kafka-yang-integration/blob/main/draft-daisy-kafka-yang-integration-05.md
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End to End? Segment Routing V6

RFC 9487

RFC 9160



Conclusion: Measuring Network Latency

• Believe in 

• Hybrid methods (active and passive)

• IPFIX: Exporting the delay directly from the routers

• ALT Marking

• Linking the information with the customer service

• SRv6

• As key building block to solve the Autonomous Driving Networks 
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