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How to monitor latency?

* Active measurements unsuitable for monitoring
— Gives latency of probes, not application traffic
— Benoit Claise’s presentation yesterday, tokyo-ping

* Passive measurements to the rescue

— Observe latency experienced by application traffic
— P4, DPDK, and eBPF to handle high packet rates
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https://doi.org/10.1145/2504730.2504765

Evolved Passive Ping (epping)

Match TCP segments and ACKs

— No collaboration from endhosts
— Latency relative to capture point

Implemented in eBPF
— Low overhead
— Compatible with Linux networking

Aggregate stats per subnet
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Deployment at JackRabbit Wireless
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Monitoring overhead

CPU: AMD Ryzen 5 3600X
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Latency — Internal and external
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Internal latency variations over time
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External latency towards most popular ASNs
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External latency towards most popular ASNs
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Conclusion

» Software based passive latency monitoring feasible for ISPs
— ~1 %pt. CPU overhead, detailed latency statistics

e Last-mile remains a significant source of network latency
— The Good, the Bad and the WiFi

* Limitations
— TCP only — how to handle UDP/QUIC?
— Small measurement study — plans for larger scale study with LibreQoS

epping: https://github.com/xdp-project/bpf-examples/tree/master/pping
Data: https://doi.org/10.5281/zenodo.13388092
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https://doi.org/10.1016/j.comnet.2015.07.014
https://github.com/xdp-project/bpf-examples/tree/master/pping
https://doi.org/10.5281/zenodo.13388092

LibreQoS

e SQM software for ISPs
— Middlebox south of NAT

* Passive monitoring
— Including latency + retrans
— Built-in dashboard

https://libreqos.io/
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https://libreqos.io/lts/
https://libreqos.io/

Thank you for your time!

Questions?
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RTT per subnet
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epping design

Report RTTs A ("] userspace program

(] eBPF program
>LUserspace program} --------- .
Poll LPeriodically fetch

BPF map
Kernel space

User space
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eBPF-iter L_remove stale entries

cleanup ] 1
Perf-buffer subnet global
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What is eBPF?

e Runtime environment in kernel * Use cases

— Attach small programs to various
hooks

P
° WorkﬂOW [ Prc:vciss }
. eBPF sendmsg() : - recvms
— Compile to eBPF bytecode PO | S rogran 80) | ;recwmsa)
call l _ %(scall

Observability, Security, Networking

— Load into kernel

> @eBPF
v
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Figure from https://ebpf.io/what-is-ebpf
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https://ebpf.io/what-is-ebpf

Where the XDP and TC-BPF hooks reside
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Linux kernel
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https://github.com/tohojo/xdp-paper

